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PURPOSE: To establish guidelines for Division members’ use of social media, social 

networking sites, internet use, and any other medium. 

POLICY: Members of the Cleveland Division of Police shall adhere to all Division 

rules and regulations as they relate to personal conduct and communications 

that may diminish the esteem of the Division or its personnel in the eyes of 

the public.  Members are prohibited from engaging in any action (involving 

social media or otherwise) that has the potential to negatively impact the law 

enforcement function of the Cleveland Division of Police or any other law 

enforcement agency or ancillary government function. This directive applies 

regardless of the medium involved or whether the conduct or 

communications occur on-duty or off-duty.  In an internet based culture 

characterized by hyper-connectivity and worldwide access to information, 

members shall be particularly mindful of their activities or information that 

they cause to enter the networks of the World Wide Web. 

DEFINITIONS: 

Medium is any means of mass communication or information transfer including print, 

radio, television, or the internet. 

Social Media is any variety of online sources that allow people to communicate and share 

information, photographs, videos, audio, text, and other multimedia files with others via 

some form of online (internet) or cellular network platform. 

Social Networking is any act using social media to communicate with others. 

Post is the act of electronically publishing content on an internet site.  Blogging is the 

equivalent of posting. 
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PROCEDURES: 

 

I. When not necessitated by a legitimate law enforcement activity or function, 

members who use social media or other internet-based function shall not post, 

transmit, or otherwise disseminate information that: 

 

A. Contains any text, photograph, audio, video, or any other multimedia file of: 

 

1. Any crime scene or motor vehicle accident (other than those original 

recordings involving a person in the member’s household and made 

while off-duty not related to a law enforcement function). 

 

2. Information related to any past or current civil or criminal investigation 

conducted by or involving the Division, including allegations of 

misconduct.  

 

3. Division members, other law enforcement officers, officers of the 

court, suspects, victims, or witnesses.  Exceptions are permitted only in 

the narrowest of circumstances (e.g. posted photographs or 

commentary of off-duty social/family activity not primarily related to 

law enforcement such as family functions, sporting/hobby activities, 

and so forth.  Even in this instance, these postings shall still meet the 

minimum standard of not diminishing the esteem of the Division or its 

personnel in the eyes of the public.)   

 

4. Any Cleveland Division of Police documents or work product. 

 

B. Impairs working relationships within the Division for which loyalty and 

confidentiality are important, or impairs discipline or harmony among 

coworkers. 

 

C. Impedes the performance of any Division member’s duties. 

 

D. Contains any confidential file or database (or portion thereof) maintained by 

the Division of which the member has restricted access to as a result of their 

employment with the Cleveland Division of Police. 

 

E. Contains obscene or sexually explicit language, images, or acts. 

 

F. Contains language, images, or acts of gratuitous and extreme violence. 
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G. Contains statements or other forms of speech that ridicule, malign, disparage, 

or otherwise express bias against any race, religion, or protected class of 

individuals. 

 

H. Would reasonably tend to diminish the esteem of the Division of Police or its 

personnel in the eyes of the public. 

 

II. No member with access to a mass casualty incident site shall use a personal camera, 

cell phone, blackberry or any other personal communication device to store or 

transmit pictures, video, text, “twitter” or any other type of information of the 

incident without express permission from the Incident Commander. 

 

III. Use of Division computers, including e-mail and internet access, shall comply with 

the City of Cleveland policy on employee use of e-mail and the internet.  Even 

though the City permits the occasional personal use of all these communications 

tools, members shall be aware that they have NO expectation of personal privacy in 

the use of the internet and any e-mail systems when users utilize computers or 

services that the City provides.   

 

Refer to City of Cleveland Policy on Employee Use of E-Mail and the Internet 

policy and General Police Order 1.3.02 Use of Division Computers.  The City 

policy states in pertinent part: “As with the telephone, there may be occasion to use 

these facilities for personal purposes.  Every employee is expected to minimize the 

use of the Net and e-mail for personal purposes.  Personal use should not interfere 

with the performance of City-related work, consume significant resources, give rise 

to more than nominal additional costs, or interfere with the activities of other 

employees.” 

 

IV. Unless otherwise directed by the Chief of Police, all video/image and/or audio 

records that are recorded on-duty may be disseminated only to criminal justice 

agencies or used in official court proceedings.  This shall also include all audio and 

video/image recording and/or transmitting devices that a member may have for 

personal use.   

 

V. Supervisors shall ensure that incidental personal communications and activities 

while on duty do not negatively impact the functions of the Division or a member’s 

ability to perform their duty.   
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VI. This policy shall not prohibit a member from posting or publishing content on the 

internet that already exists in the public realm to the extent that such postings do 

not diminish the esteem of the Division or its personnel in the eyes of the public.    

 

VII. This policy is not intended to prohibit or inhibit a member’s exercise of their 

constitutional rights as established and as interpreted by case law.    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

MM/LM/JCO/ajg 

Policy & Procedures Unit  
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